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The MITRE ATT&CK™ framework is a comprehensive matrix of tactics and techniques used
by defenders to better classify attacks and assess an organization'’s risk. The goal of the
framework is to improve detection of adversaries by illustrating the actions an attacker
may have taken. (How did the attacker get in? How are they moving within the network?)
The knowledge base of tactics, techniques and sub-techniques is designed to help answer those questions while

contributing to the overall awareness of an organization’s security posture. Organizations can then use the framework

to identify gaps, and prioritize remediation based on risk.

The MITRE ATT&CK framework has gained increasing prominence as a tool for planning, building, and testing the
ability of security teams. The layout of ATT&CK Matrices makes this possible, but challenges persist.

Keys to Success: Focus on Relevant Techniques

The greatest challenge with adopting MITRE ATT&CK is finding a way to practically apply the overwhelming amount of
information contained within the framework. To help ease the burden of adoption and integration, MITRE has released
extensive documentation as well as a handbook with suggested strategies. One of the key recommendations included in

the guide is limiting adoption to techniques specific to the organization’s industry and environment. Typically this requires
researching several threat reports of the previous year’s attacks. Threat groups are then laid out according to the industries
they target as seen in the figure below. This exercise may deliver a subset of more relevant techniques, however, insight to
assist in actually prioritizing this subset of tactics may still be lacking.

EXAMPLE: ONE TECHNIQUE USED BY APT19 IS REGISTRY RUN KEYS/STARTUP FOLDER

SEARCH FOR "PHARMACEUTICAL"

Home = Groups > APT19

APT19

APT19 is a Chinese-based threat group that has targeted a variety of industries, including defense, finance,
energy, pharmaceutical, telecommunications, high tech, education, manufacturing, and legal services. In 2017, a
phishing campaign was used to target seven law and investment firms. [l some analysts track APT19 and Deep
Panda as the same group, but it is unclear from open source information if the groups are the same. 2/ 131 [4]

DESCRIPTION OF APT19 GROUP

From there, you can bring up that group’s page to look at the techniques they’ve used (based solely
on open source reporting we've mapped) so you can learn more about them. If you need more info on
the technique because you're not familiar with it, no problem—it’s right there on the ATT&CK website.
You could repeat this for each of the software samples that we've mapped the group using, which we
track separately on the ATT&CK website.
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Visibility Through Deception

Deception technology immerses real IT assets in a “mirror maze” of fake applications, databases, domain controllers,
routers, printers, etc. that are invisible to legitimate users and applications but completely authentic to an attacker. This is

a highly effective form of defense that makes the attackers path to lateral movement treacherous, time-consuming and risky.
(For more information on deception as a strategy, click here.)

Deception takes a fundamentally different approach to cybersecurity, and offers unique benefits for those looking for insight
to support ATT&CK prioritization. Unlike other security controls, deception draws the attacker in. The moment an attacker
interacts with a trap, they reveal themselves and their tactics, techniques, and procedures.

1 ACTIVE INTERNAL TECHNIQUES

In short, TrapX reveals techniques that are actively used in the network today. For those in search of effective
ways to prioritize MITRE ATT&CK adoption, TrapX, together with MITRE provides clear, risk-based criteria
for Priority 1 remediation.

2 | ACTIVE COHORT TECHNIQUES

Once the most immediate risk has been addressed, the scope can be broadened to include vulnerability to
anticipated attacks. MITRE ATT&CK provides tools to search and analyze attacks within specific industries.
TrapX complements this resource with peer insights, a dynamic anonymized feed of data into active techniques
within TrapX customer cohorts. This unique capability enables the SOC to proactively adjust their deception
strategy as the attack landscape changes.

3 NON-DISRUPTIVE TESTING

TrapX runs in a shadow network that is invisible to legitimate users and systems, therefore it generates virtually
no false positives when properly configured. In addition, TrapX traps do not touch endpoints so simulated
attacks can be run against emulated traps in this environment without disrupting security operations.
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MITRE and loT

An important first step in employing threat data is ensuring visibility and proper logging of attacks. But organizations
like John Muir Health need visibility from critical loT devices; however this is not always feasible since the FDA governs

medical devices, and logging agents cannot be deployed. The solution for John Muir Health was to implement smart,
deceptive traps provided by TrapX. These traps mirrored the activity of medical devices, drawing attackers towards a device
that did provide proper logging of techniques. The deception technology gave this organization a better source of threat
intelligence because it was not generalized for their industry, but specific to the adversaries in their unique environment.
This immediately led to remediation steps that stopped these attacks and provided the security team with a clear view of

challenges to come.
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Mapping to MITRE

TrapX DeceptionGrid™ alerts provide powerful criteria for ATT&CK prioritization with alerts that provide telemetry that maps
attacks to the MITRE Framework. Using a tool called the ATT&CK Navigator, the information collected by DeceptionGrid can

be mapped to the exact ATT&CK technique and tactics required to understand the actions an adversary will take.

The TrapX report entitled, “Anatomy of an Attack: Medical Device Highjack (Medjack),” provides an exact play-by-play of the
tools used by adversaries during an attack against a hospital’s infrastructure. The report is a combination of a fully simulated
environment and anonymized case studies. Using the detailed alerts from DeceptionGrid, the tools recorded can be matched
with their given techniques. Creating a layer on ATT&CK Navigator then makes it possible to create an intuitive graphic that

can be shared amongst teams. The figure on page 6 is an example of such a mapping based on the Medjack report series.

The importance of being able to highlight the exact techniques used in a confirmed attack are monumental. It can be
easy for security teams to become overwhelmed with the number of techniques covered by ATT&CK, but creating these
specific mappings provides a much smaller set of potential threats that can streamline prioritization and reduce adoption
complexity. The mapping process is quite simple using the detailed information gathered by DeceptionGrid. Examples
from the Medjack report include DLL injection, lateral movement using SMB, and creating hidden processes. With these
logs, it becomes possible to highlight each of these boxes on the ATT&CK Navigator. After this has been done, the layer
can be rendered to SVG (Scaled Vector Graphic) for inclusion in reports. Multiple layers can even be created to break

down mappings in any way the security team might desire.
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FIGURE 1A: TRAPX COVERAGE OF THE MITRE ATT&CK ENTERPRISE FRAMEWORK
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FIGURE 1B: TRAPX COVERAGE OF THE MITRE ATT&CK ENTERPRISE FRAMEWORK
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MITRE & Industrial Control Systems

MITRE ATT&CK has recently highlighted the dangers found in Industrial Control Systems (ICS) as a severe risk environment

that warrants its own matrix of techniques. TrapX has always focused on the specific problems associated with securing an ICS

environment by overcoming the lack of logging visibility using deception. The TrapX threat intel paper, “Anatomy of Attack:

Industrial Control Center Under Siege,” gives a detailed case study of the techniques used by adversaries when attacking

manufacturing plants. DeceptionGrid provided detailed logs of the attacks made against traps that can then be mapped on

the ATT&CK Navigator as demonstrated in the figure below. In this particular attack, initial access was achieved by an outside

USB device unknowingly introducing malware into a control system. Discovery methods including network scanning for

specific services was used, followed by the execution of the malware using the command line interface. The ability to map the

techniques used by adversaries during an attack significantly lowers the risk faced by corporate assets. Without DeceptionGrid

the intel that made this mapping possible would not have been available.

FIGURE 2: TRAPX COVERAGE OF THE MITRE ATT&CK FOR INDUSTRIAL CONTROL SYSTEMS
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Conclusion

The MITRE ATT&CK Framework is an important and powerful resource. However, with a growing list of more than 260
techniques, it is becoming more challenging to synthesize the framework into a strategic plan. TrapX DeceptionGrid
draws attacks toward traps and away from critical assets such as loT and ICS systems. In doing so, TrapX enables
MITRE to integrate into these environments while providing new protection and new insight into attacker tradecraft
that is mapped back to the ATT&CK Framework. This powerful combination eliminates blind spots, while simplifying
and prioritizing ATT&CK adoption.

TrapX Security, Inc. About TrapX Security

SO T S TrapX has created a new generation of deception technology that provides real-time breach detection and

siite 300 prevention. Our proven solution immerses real IT assets in a virtual minefield of traps that misinform and

Waltham, MA 02451 s . . . . . . . 5 X . .
misdirect would-be attackers, alerting you to any malicious activity with actionable intelligence immediately.

+1-855-249-4453 Our solutions enable our customers to rapidly isolate, fingerprint and disable new zero day attacks and APTs

www.trapx.com in real-time. TrapX Security has thousands of government and Global 2000 users around the world, servicing
customers in defense, health care, finance, energy, consumer products and other key industries.
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partners@trapx.com TrapX, TrapX Security, DeceptionGrid and CryptoTrap are trademarks or registered trademarks of TrapX Security in the United
support@trapx.com States and other countries. Other trademarks used in this document are the property of their respective owners.
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